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IT FAQ
Q:	What is changing?
A:	Overdrive now supports Single Sign-On (SSO) using your organization’s existing identity provider—Microsoft or Okta. This allows users to authenticate using their corporate credentials instead of a separate Overdrive login.

Q:	Which identity providers are supported?
A:	At launch, Overdrive supports SSO with:
· Microsoft (Azure AD / Entra ID)
· Okta
Other identity providers are not supported at this time.

Q:	Is SSO required to use Overdrive?
A:	No. SSO is optional. Customers may continue using standard Overdrive credentials if preferred. However, SSO is strongly recommended for organizations seeking centralized access control and improved security.

Q;	How does SSO improve security?
A:	SSO ensures Overdrive access is governed by your existing identity management policies. When a user’s corporate credentials are revoked or disabled, their access to Overdrive is automatically removed—reducing the risk of orphaned or forgotten accounts.

Q:	How are users provisioned and deprovisioned?
A: 	Users are initially set up in Overdrive by a fleet administrator to assign fleet-specific attributes such as sub-account, cost center, or grade group. Once the user is created, authentication and ongoing access are controlled by your identity provider. If a user’s corporate credentials are disabled or revoked in Microsoft or Okta, they will no longer be able to access Overdrive—ensuring access remains aligned with your organization’s security policies.
Q:	Does Overdrive store or manage passwords?
A:	No. When SSO is enabled, Overdrive does not store or manage user passwords. Authentication is handled entirely by you through your identity provider.

Q:	What access does Overdrive receive from our identity provider?
A:	Overdrive receives only the information required to authenticate users (such as name and email address). It does not access unrelated corporate systems or data.

Q:	Does enabling SSO impact existing users?
A:	Existing users can transition to SSO without losing data or access. Once enabled, users will log in using their corporate credentials instead of a separate password.

Q:	How do I setup SSO and how long does it take?
A:	SSO setup is typically quick and straightforward. Most customers can complete configuration in a short session with their IT team. If you use a Microsoft platform, you can find instructions at developer.mikealbert.com/sso/Microsoft, or for an Okta platform, go to developer.mikealbert.com/sso/Okta. 

Q:	Who should we contact if we need advanced support enabling SSO?
A:	For advanced SSO support for Overdrive, refer to this resource: https://developer.mikealbert.com/
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